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How does Cyber Arena work?
With Cyber Arena, you can:
 Meaningfully assess tools:

In technical depth
In use-case context

 Simplify & accelerate your cyber solution selection process

 Obtain crisp conclusions against well-defined KPIs

 Collaborate with peer clients on challenges, use cases and analysis (if desired)

How?
KPMG guides you  through a series of data-driven steps that can be purchased standalone or as a 
package. The process begins with a discovery phase, during which your needs are understood, 
followed by an evaluation process that compares and contrasts the solutions against your criteria. 
Next, a shortlist of solutions is refined to determine their performance and best fit with your  needs. 
Finally, a summary session is held to go over and understand the findings, and help you make an 
informed decision.

KPMG orchestrates the entire  process, gathers requirements, facilitates tech testing and review 
sessions, leveraging:
• Ready-to-go or custom-designed test topologies
• Data sets that are realistic and meaningful (Import, create, extrapolate, synthesize)
• Auto tracking of KPI data from solutions being tested) – into insightful comparable reports

Trusted advisors to client  tool selection journey

Client looks for new cyber service/ product

Scouting

Short listing

Demo Day

POC

Client select service/ product
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KPMG Cyber Arena Cloud Platform: Example 
Cyber 
Arena

Evaluation Platform

Derived 
Synthetic 
Data Set

Client 

Original 
Data Set

Asset 1 Asset 2 Asset 3Simulated 
topology

Data Set 
Imported  / 
created data set

Compared 
cyber tools

(1) KPMG gathers 
requirements from client

(2) KPMG designs test 
topology and test plan

(3) KPMG prepares ‘safe 
to use’, meaningful data 

(4) KPMG configures 
tested tools

(5) KPMG sets KPI’s, 
based on client needs

(6) KPMG runs test of tools 
against KPIs, using 
simulated topology, data

(7) KPMG 
prepares summary 
report

Design          Data APIs       Data Sets      Tested Tools    KPIs Catalog     Reports

Virtual Setup 4:  
(Comparative POC as a Service)

Cloud 
Platform
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Scouting as a Service

What delivereables and added value 
does this service provide?
A report of the assessed tools and 
documentation of how they comply with 
the client’s requirements and criteria, 
driving more informed decision making 
and tool selection. 

What’s next?
The tools listed in the report can be 
further tested and shortlisted, through 
Shortlisting as a Service, or 
independently by the client, with your 
support. 

What is this service?
An initial research process 
designed to identify potential 
cyber solutions that meet the 
client’s needs and requirements.  

What’s activities are included?
• A discovery session, during which clients share their pain points, 

use cases, target environment(s), functional and technical 
requirements, tool profile filters, and vendor and solution criteria 

• An internal search within the Cyber Arena database for tools that 
have already been tested (for other clients), empowered by 
KPMG’s global experience

• Market research to identify suitable tools via publicly available 
information (web) 

• Vendor interviews
• A comparison of vendor assessments against the client’s criteria 
• A summary session, during which findings on potentially suitable 

tools are presented to the client

Who is this service for?
Clients who seek to solve 
cyber security problems with 
technology and contract 
KPMG to assist them in their 
early stages of identifying 
potential solutions. 
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Short-listing as a Service

What delivereables and added value 
does this service provide?
A report that details the performance of 
each tested solution, resulting in a 
more precise shortlist of potentially 
suitable solutions that comply with the 
client’s requirements.

What’s next?
A Demo Day is organized and held to 
compare shortlisted solutions, head-to-
head, or clients can jump straight to a 
POC, initiated by the clients, or facilitated 
by Cyber Arena.

What is this service?
A deeper evaluation designed to 
refine a shortlist of potential 
solutions, based on initial technical 
tests and reference calls.

What’s activities are included?
• A deeper discovery session to refine requirements and priorities 

as needed
• Leveraging of a simulated environment to briefly test each 

solution shortlisted and document how the tested solutions meet 
the client criteria 

• 1-2 reference calls with clients who use the tested solutions 
(pending vendor cooperation)

• A summary session to present the client with findings on how the 
potentially suitable solutions perform and comply with their 
requirements, as well as recommendations regarding solutions 
worth further evaluation.

Who is this service for?
Clients who have a list of 
potentially suitable solutions 
(to solve a cyber security 
problem with technology), 
and seek to narrow the list to 
further assess which 
solutions indeed meet their 
requirements and criteria.
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Demo Day as a Service

What delivereables and added value 
does this service provide?
A documented and confirmed list of 
vendors that meet the client’s 
requirements and criteria for further 
evaluation; for the first time, the client is 
privy tohands-on 
experimentation/experience with each 
preferred solution.

What’s next?
In-depth proof of concept testing of the 
solutions that made the final cut to further 
test their performance against client 
requirements and KPIs.

What is this service?
A Cyber Arena-facilitated and 
documentation vendor-presented 
demos of shortlisted solutions.

Who is this service for?
Clients who have a shortlist of 
potentially-suitable solutions and 
seek to compare these solutions 
within a single, simulated 
environment and across the 
same data set and use case 
criteria, so that they can select 
finalists.

What’s activities are included?
• An discovery session that sets the stage for a Demo Day
• A KPMG-organized Demo Day that allows the client to evaluate 

the tools in dedicated simulated environments, where each 
vendor has 1-2 hours to present their solution and answer the 
client’s questions about each solution, so that the shortlisted 
solutions are assessed using the same simulated topology, data 
sets, and use cases, enabling “apples to apples” comparison.

• A short debriefing session (involving KPMG and the client) 
following each vendor’s demo

• A summary session of the entire Demo Day is held to review 
findings and observations, and narrow the shortlist even further, 
to a limited selection of preferred finalists 
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POC as a Service 

What delivereables and added value 
does this service provide?
A full POC report that includes test tested 
solutions’ performances and 
assessments, according to the client’s 
needs and critera.

What’s next?
Similar POCs can simultaneously be held 
for multiple solutions. Once a preferred 
solution is selected, it can be directly 
engaged and implemented.

What is this service?
In-depth proof-of-concept testing of a 
specific solution in a customized 
simulated environment, to further inform 
the client’s decision making process.

What’s activities are included?
• A discovery session
• Configure tailored POC environment based on the following 

metrics: requirements/use cases, client’s environment, data sets 
and KPIs

• Communication and initial evaluation of POC requirements to the 
vendor to ensure the target product’s readiness and testability; 
reconfiguration as needed

• Execution of the POC and accompaniment throughout the process
• Work and summary sessions to review progress and test results 

against pre-set KPIs

Who is this service for?
Clients who have settled on a 
specific solution, and seek to 
perform in-depth proof of 
concept testing to ensure it  
meets their needs.
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Comparative POC as a Service

What delivereables and added value 
does this service provide?
The same as in the POC as a Service 
offering, only here, the results of multiple, 
simultaneous POCs generate a richer and 
more rounded final report.What is this service?

A simultaneous, deep, proof-of-concept 
process for multiple solutions that 
enables an “apples to apples” 
comparison.

What’s activities are included?
• The same service package as in the POC as a 

Service offering
• Here, each solution is tested simultaneously yet in its 

own “swim lane”, according to identical topology, 
data sets, requirements, criteria, KPIs.

Who is this service for?
Clients who seek to perform in-
depth proof of concept testing on 
multiple solutions to determine 
which solution best and most 
reliably meets their needs.

What’s next?
A series of Phase 2 and specialized 
services, to be selected according to each 
client’s individual needs and preferences.

2
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FAQs

Howe does Cyber Arena differ from the other cybersecurity services on the market?

How much do Cyber Arena’s services cost?

Cyber Arena’s services can help you find solutions in any cyber security category, regardless of your sector or geographical location. Cyber Arena offers large and mature clients already running 
cyber POCs faster, easier, more scalable services that leverage KPMG cumulative knowledge and cross-client insights. For SME clients, Cyber Arena makes high quality, tailored POCs 
accessible.

Which markets do Cyber Arena services specialize in?

Cyber Arena ensures you obtain the best outcomes from your technology selection process. Cyber Arena integrates a logical research and due diligence progression with up-to-date 
product/solution comparisons and simulations. Our methodology and best practice allows us to offer a structured and objective evaluation process that evaluates potential solutions according to 
how they might meet your requirements and needs.

How does Cyber Arena respond to today’s Cyber challenges?

Cyber Arena is a KPMG platform that helps you identify the best cyber solution for your organization. Our holistic approach combines KPMG's expertise and vast knowledge with an innovative 
technology platform, providing you with an end-to-end solution. We gain a competitive edge by ensuring flexibility, TCO reduction, easy & fast scale up, service differentiators, and better 
decisions, at all time.

1

2

3

Cyber Arena offers a set of services that are designed to facilitate your  technology selection processes (scouting > shortlisting > demo day > POC, etc.), so you can flexibly and confidently 
choose the package that's right for you. As such, the cost of Cyber Arena’s services depends on which service(s) are consumed, the number of vendors evaluated, and how many technology 
selections are executed.

4

You  (security function leadership, or buyers) should assign a representative who will communicate your  functional, technical, and business needs. That individual will participate in discovery and 
review sessions, provide input, feedback, context, and relevant information, and will work with the KPMG team to provide client data sets, as per clarified specifications

5 What must I do to ensure Cyber Arena’s smooth operation?

How does Cyber Arena differ from the other cybersecurity services on the market?

How much do Cyber Arena services cost?
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FAQs

Cyber Arena facilitates and orchestrates a process, through which KPMG can help you  identify potentially suitable vendors and solutions, and then design, prepare, evaluate, and test them, to 
determine best fit. Generally, Cyber Arena services begin with a discovery session, during which your  needs are studied. Solutions  are then evaluated, before summary sessions are held and 
reports are prepared.

6 How do Cyber Arena’s services work?

Depending on the service selected, you can expect:(a) captured requirements and criteria, (b) insights and best practices to consider, (c) lists of candidate / filtered / suitable vendors, (d) a short 
list of vendors in your context, (e) test results of single-tool POC or multi-tool comparative POC, and/or (f) predictive analysis – expected performance in full-scale, production environment.

7 What deliverables can I expect?

Cyber Arena leverages multiple types of data sets, including demo data (canned data sets used by KPMG across clients and demos), synthetic data (created through mirroring to generate 
meaningful-yet-not-sensitive data), obfuscated, anonymized, or de-identified data sets, and original data sets (in highly secure environments). Note that cyber testing tools can use data in cyber 
attack simulations, as needed.

8 What data does Cyber Arena use?

Product testing is conducted in secure public cloud environments (or in rare cases, depending on testing type needed: private cloud). The platform uses is ISO27K-certified. Access is limited to 
KPMG team and the individual client. To protect data confidentiality and privacy, we often use synthetic data (created through mirroring to generate meaningful-yet-not-sensitive data).

9 How does Cyber Arena balance security and privacy?

Clients contact KPMG for a variety of cyber needs, from larger strategy and transformation projects, through cost optimization or security portfolio rationalization projects, to more specific 
searches for products, categories, or solutions to problems they may be experiencing. Additional use cases that bring clients to Cyber Arena include the desire or need to perform a technology 
refresh, technology integration and optimization, Multi-client POCs, and due diligence as a service, to name a few. 

10 At the end of the day, why should I choose KPMG Cyber Arena?



Cyber Arena

Thank You

For more information & to book a consultation, 

Contact shakedlevy@kpmg.com
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